IHHOJIUTUKA

YupasieHus no pu3n4ecKou KyJbType, CHOPTY U
MOJIOIEKHON MOJUTHKE AIMUHUCTPALUHU ropoaa Baagumupa

B OTHOIIEHUH 00PadOTKM MEPCOHANBHBIX JAHHBIX



OBILIME IMOJIO)KEHUA

TepMuHBI U OTIpeICIICHUS

IlepconanbHble JaHHBbIE - J00as HMHPOpMaLMs, OTHOCSIIASCS K MPSAMO WIH
KOCBEHHO ONPEICICHHOMY WM ompeaeisieMoMy (¢GuzndeckoMy JHIy (CyOBeKTy
NEPCOHATBHBIX JAHHBIX).

Omneparop - TOCyJapCTBEHHBI OPTraH, MYHUIMIIAJIBHBIA OPraH, IOPUIAYECKOE WIH
bu3nuecKoe U0, CAMOCTOSATEIHHO HIIM COBMECTHO C APYTMMHU JIMIIAMH OPTaHU3YIOUTUE U
(un) ocyuiecTBISIIOIIME 00pabOTKYy MEPCOHANIBHBIX JAHHBIX, & TaKXKE OINPEACIIAIONIe
nenu oOpabOTKU MEePCOHANbHBIX JaHHBIX, COCTAB MEPCOHAIBHBIX JAHHBIX, MOAJIEKAIIUX
00paboTke, 1eHCTBUS (ONEpalrn), COBEPILIAEMbIE C IEPCOHAIBHBIMU JJAHHBIMU.

O0paboTka mnepcOHAJBHBIX [JaHHBIX - JI00Oe JeilcTBUE (omepaius) WiIn
COBOKYITHOCTb JICMCTBUI (OIepaluii), COBEPIIAEMBIX C HCIOJIb30BAHUEM CPEJICTB
aBTOMaTU3allud WK 0€3 MCIOJb30BaHUS TAKUX CPEACTB C MEPCOHATBHBIMH JaHHBIMH,
BKJIIOYasi cOOp, 3alMch, CHCTEMAaTH3alMI0, HAKOIUIEHHE, XpaHEHUE, YTOYHEHHUE
(oOHOBIIEHHE, W3MEHEHHUE), M3BJICUCHUE, MCIOJb30BaHUE, Mepeaady (pacrnpocTpaHeHue,
MpeI0oCTaBIEHUE, JIOCTYI), OOE3TUYMBaHUE, OJOKUPOBAHHE, YyNAJCHUE, YHUUYTOKEHUE
NIEPCOHAIIBHBIX JAHHBIX.

ABTOMATH3MPOBaHHAasi 00pa00TKa MNePCOHAJBHBIX JAHHBIX - 00paboTka
NEPCOHATIBHBIX JAHHBIX C TOMOILBIO CPEJCTB BEIYMCIUTEIbHON TEXHUKH.

PacnpocTpaHeHHe NEpPCOHAJBHBIX JAHHBIX - JICHCTBHS, HANPABICHHBIE Ha
PacKphITHE NMEPCOHAIBHBIX TAHHBIX HEONPEACIIEHHOMY KPYTY JIULI.

IIpenocraBieHne NEePCOHAJBHBIX JAaHHBIX - JCHCTBUA, HAIpaBJICHHbIE Ha
PACKpBITHE TMEPCOHAIBHBIX JTAHHBIX OMPENEICHHOMY JHIy WM OMpPEAeNEHHOMY Kpyry
U1,

BbiioknpoBaHNe NMepPCOHANBHBIX JAHHBIX - BPEMEHHOE INpeKpalleHne o0paboTKu
MEPCOHANBHBIX JAHHBIX (32 MCKIIOYEHHWEM CIIy4aeB, e€Ciu 00paboTka HeoOXoauma JJist
YTOYHEHUS IEPCOHAIIbHBIX TaHHBIX ).

YHUUYTOXKEHNE NEPCOHAJBHBIX [JAaHHBIX - JICWCTBUS, B PE3YJIbTaT€ KOTOPBIX

CTAaHOBHUTCA HCBO3MOXHBIM BOCCTAHOBUTHb COACPIKAHHUC IICPCOHAIBHBIX JAaHHBIX B



nH()OPMAITMOHHONW CHUCTEME TEePCOHANBHBIX JAHHBIX M (WJIM) B PE3yibTaTe KOTOPBIX
YHUUTOXKAIOTCS MaTepUaIbHbIe HOCUTENH IMEPCOHAIBHBIX TAHHBIX.

O06e31uYuBaHNe NMEPCOHAJIBHBIX JAHHBIX - JIEWCTBHS, B pe3yibTaTe KOTOPHIX
CTAaHOBUTCS HEBO3MOXXHBIM 0€3 HCIIONB30BAHUSA JOMOJHUTEIBHOW WH(OOpMAIuu
ONPENCIUTh NPHHAMICKHOCTh TEPCOHATBHBIX JIAHHBIX KOHKPETHOMY  CYOBEKTY
MIEPCOHAIILHBIX JTAHHBIX.

Nudopmanmuonnasi cucreMa TMEePCOHATBbHBIX JaHHBIX - COBOKYITHOCTH
colepkamuxcs B 0a3aX JaHHBIX IMEPCOHAIBHBIX JAaHHBIX M OOCCIICUMBAIONIUX HUX
00paboTKy MH(MDOPMAITMOHHBIX TEXHOJIOTUH ¥ TEXHUYECKUX CPEJICTB.

TpancrpanuyHasi mepefayda nepcoHAIbHBIX JAHHBIX - Mepeada MePCOHATBHBIX
JTAHHBIX HA TEPPUTOPUIO WHOCTPAHHOTO TOCYJapCTBAa OPraHy BIACTH WHOCTPAHHOTO

rocyaapCcrsa, MHOCTPAHHOMY (bI/ISI/I‘-IeCKOMy Jmny WiIn HWMHOCTPAHHOMY NHOPpUIANYCCKOMY

ULy .
Ha3nauenue u npaBoBasi OCHOBA JOKyYMEHTA
[Tomutuka VYmpaiaeHuss 1Mo (UIMYECKON KyJIbType, CIOPTY U  MOJOJEKHOM
MOJIMTUKE aJMUHUCTpanuu ropojaa Bmagumupa (manee — YOKCuMII) onpenenser

CHUCTEMY B3TJIAJIOB Ha MpoOiieMy oOecrieueHns 0e30MacHOCTH NMEPCOHANBHBIX JAaHHBIX H
MIpeACTaBIIsACT COO0M CHCTEeMAaTU3UPOBAHHOE U3JI0KCHHE TIEJICH 1 3aJ1a4 3allUThI, KaK OHO
WJIM HECKOJIBKO MPaBWII, MPOIEAYP, TPAKTUUECKUX MPUEMOB U PYKOBOSIIMX MPUHIIUIIOB
B o0nactu MHGOPMALIMOHHON 0e30MacHOCTH, KOTOphIMU pykKoBojacTByeTcs: Y DKCuMII B
CBOEH JIESATEIBLHOCTH, a TAaK)K€ OCHOBHBIX IMPHUHIIMIIOB MOCTPOEHHUS, OPraHU3alMOHHBIX,
TEXHOJIOTUYECKUX U MPOLETYPHBIX aCIIEKTOB 00eCTeUeHUs] OE30MaCHOCTH MEPCOHATIBHBIX
JTAHHBIX.

3akoHOomaTeNbHOM OCHOBOM Hacrtosimied [lomutuku  sBisitorcss  KoHctuTynus
Poccuiickon ~ ®@enepanuun, ['paxpanckuii, YronoBHbld ©  TpyIoBOM  KOJEKCHI,
®enepanbbii 3akoH 0T 27.07.2006 No 152-D3 «O mnepcoHadbHBIX JaHHBIX», 3aKOHBI,
yKa3bl, TOCTAHOBJICHUS, JPYrd€  HOPMATHBHBIE  JIOKYMEHTBhl  JCHCTBYIOIIETO

3akoHoaatenbcTBa Poccuiickoit @enepanuu, 1okyMeHTsl DCTIOK u ®Ch Poccun.
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Ucnonbs3oBanne panHOM [lonWMTHKM B KadecTBE OCHOBBI I IOCTPOCHUS
KOMIUIEKCHOM CHCTEMbl HMH(OPMALIMOHHOW O€30MaCHOCTH MEPCOHANbHBIX JaHHbBIX
YOKCuMII mo3BoauT ONTUMU3UPOBATH 3aTPATHI HA €€ IOCTPOCHHUE.

[Ipu paspabotke IloAUTUKM YYUTHIBAIUCh OCHOBHBIE TPUHIUIBI CO3TAHHS
KOMIUJIEKCHBIX CHCTeM oOecreueHuss O0e30MacHOCTH HH(OpManuu, XapaKTepUCTUKH U
BO3MOYXHOCTH OpPraHM3allMOHHO-TEXHUYECKHX METOJI0B M COBPEMEHHBIX ammapaTHo-
NPOrpaMMHBIX  CPEACTB  3allUThl M  MPOTHUBOJEHCTBUA yrpo3amM  0O€30MacCHOCTH
uH(popmaIuu.

OcHoBuble nonoxeHust [lonutuku 06a3upyroTcs Ha KaueCTBEHHOM OCMBICICHHUH
BONPOCOB 0€30macHOCTH MH(GOpPMAallMd U HE 3aTParuBalOT BOIPOCOB 3KOHOMHUYECKOIO
(KOJINYECTBEHHOI'0) aHaju3a PUCKOB U OOOCHOBAHHUS HEOOXOAMMBIX 3aTpaT Ha 3aLIUTY

uHpopMaIuu.

OBBEKTbDI 3AIIUTHI

OCHOBHBIMM OOBEKTaMH CHCTEMbI 0OE€30MAaCHOCTH TEPCOHAIBHBIX JaHHBIX B
YOKCuMII aBnsitoTcs:

—  uH(OpPMalMOHHBIE PECYpChl C OrPAHUYEHHBIM JOCTYIIOM, COJAEpIKallne
MEPCOHAIbHBIE JaHHBIE;

—  Tporecchl 00pabOTKU MEPCOHANBHBIX JAHHBIX B MH()OPMAIMOHHOM CUCTEME
nepcoHanbHbiX JaHHbIX Y®KCuMII, undopmManmoHHbIE TEXHOJIOTHH, PErJIaMEHTHl U
npoueaypsl cbopa, o00pabOTKu, XpaHEeHHs U Tepenayud uHbOpMaALUMU, TEpPCOHAT
pa3pabOTYMKOB U TTOJIH30BATENICH CHCTEMBI U €€ 0OCTYKUBAIOIIHNI TIEPCOHAT,

uH(pOopMaIMOHHAsT UHPPACTPYKTYpa, BKIIIOYAIOIIASI CUCTEMbl OOpabOTKH U aHAIK3a
uH(poOpMaIMK, TEXHUYECKME U MPOrpaMMHBIE CpEICTBa €€ Oo0pabOTKH, Nepenadyud u
OTOOpa)KeHHUs, B TOM 4YHCIIe KaHajdbl MH(HOPMAIIMOHHOTO OOMEHa U TEJIEKOMMYHUKAIIUH,
CUCTEMbl M CPEJICTBA 3alUThl MHGOpPMALUK, OOBEKThI M TIOMENIEHUS, B KOTOPBIX

PacmoIOKEeHBI TEXHUYECKUE CPEJICTBA 00PaOOTKU MEPCOHATBHBIX JTAHHBIX.



HEJAN U 3AJAYU OBECIHEYEHUSA BE3OITACHOCTHU TIEPCOHAJIBHBIX
JTAHHBIX
NHuTtepechl 3aTparuBaeMbiX CyOBbEeKTOB HH(DOPMAIIMOHHBIX OTHOILICHUI
CyObekTtamMmn HMH(POPMAIMOHHBIX OTHOIICHWH TNpU OOECTeYeHHH Oe30macHOCTH
nepcoHaIbHbIX AaHHbIX Y OKCuMII sBistorcst:
YOKCuMII, kak cOOCTBEHHUK MH(POPMALIMOHHBIX PECYPCOB;
pykoBoacTBO U coTpyaHUKH Y®DPKCuMII, B COOTBETCTBUM C BO3JIOXKEHHBIMH Ha HUX
GYHKIUSAMU,
rpaxaane, obpamaromuecs B YDKCuMII o Bompocam, OTHOCAIIUMCS K KOMIICTESHIIUH
YOKCuMIL
[lepeuucnennbie CyObeKThl HMH(OPMALMOHHBIX  OTHOILICHUM 3aMHTEPECOBAHBI B
o0ecrieueHuu:
CBOEBPEMEHHOTO JIOCTylla K HEOOXOJMMBIM WM TEPCOHAIbHBIM JaHHBIM  (MX
JIOCTYITHOCTH);
JIOCTOBEPHOCTH  (IIOJIHOTHI, TOYHOCTH, aJI€KBATHOCTH, IEJIOCTHOCTH) MEPCOHAIBHBIX
JTAHHBIX;
KOH(UICHIINATLHOCTH (COXPaHEHUS B TAHE) MEPCOHABHBIX TAHHBIX;
3aIIUTBHl OT HABS3BIBAHUSA UM JIOKHBIX (HEJOCTOBEPHBIX, MCKAKEHHBIX) MEPCOHAIBHBIX
JIAHHBIX;
pa3rpaHUyYEHUs] OTBETCTBEHHOCTH 3a HAPYLICHUsI UX NpaB (MHTEPECOB) U YCTAHOBIICHHBIX
MpaBUJI OOpaIlleHHs C IEPCOHATBHBIMU JaHHBIMU;
BO3MOXKHOCTH OCYIIIECTBICHUS HEMPEPHIBHOTO KOHTPOJISI W YIPABICHHUS MPOIECCAMU
00paboOTKH U Mepeadn MepCcoOHAIbHBIX IaHHBIX;
3aIUTHI IEPCOHATBHBIX JIAHHBIX OT HE3aKOHHOTO PACIPOCTPAHECHUSI.
ean 3ammuTHI
OCHOBHOM 1I€/IbIO, HA JOCTUKEHHUE KOTOPOM HAIpaBICHbl BCE IOJIOKEHUS
Hactosimed [lomuTuku, sBISIETCS 3allUTa CyOBEKTOB HWH(DPOPMAIIMOHHBIX OTHOIIECHUM
YOKCuMII oT BO3MOXKHOTO HAaHECEHHS] UM MATE€pUaIBLHOTO, (PU3UIECKOTO, MOPAITLHOTO
WM WHOTO yIiiep0ba, MOCpeICTBOM CIIy4alHOIro WM MPETHAMEPEHHOTO BO3JICUCTBUS HA

NepCOHaIbHBIE JaHHBIE, UX HOCUTEIH, TPOIIECChl OOPA0OTKHU U Mepeayn.



VYka3aHHas Uedb JIOCTUTaeTcsl TOCPEICTBOM OOECTeYeHUs] UM IMOCTOSHHOTO
NOJIJIEP>KAHMS CJIETYIOLIUX CBOWCTB EPCOHAIBHBIX JAHHBIX:

— JIOCTYNTHOCTM TEpPCOHAIBbHBIX JAaHHBIX JUISl  JIETajdbHBIX  IOJb30BaTeeH
(ycroitunBoro (pyHKUMOHUPOBaHUS UH(pOpMaMOHHBIX cucTeM Y DKCuMII, npu kotopom
MOJIb30BATENIN UMEIOT BO3MOXHOCTh MOJTYUYEHHUSI HEOOXOIMMBIX MEPCOHATBHBIX JTaHHBIX U
pE3yNbTaTOB PEUICHUS 3a]a4 3a IpUeMIIEMOe ISl HUX BpeMsi);

— 1EJIOCTHOCTU W AyTEeHTHMYHOCTH (TMOATBEP)KICHHE aBTOPCTBA) MEPCOHAIBHBIX
JAHHBIX, XpaHUMbIX M 0OpabarbiBaeMbiX B MH(poOpManHoHHbIX cucremax Y DKCuMII u
Iiepe1aBacMo 10 KaHajaM CBA3H;

— KOH(QUICHIMAIBHOCTH - COXpaHEHHs B TallHE ONPEJECICHHON 4acTu
NEPCOHANIBHBIX JAHHBIX, XPaHUMBIX, 00paOaThIBAEMbIX U TMEpPEaBAEMbIX IO KaHajam
CBSI3H.

HeoOxoaumeblil ypoBeHb JOCTYHNHOCTH, LEJIOCTHOCTM U KOH(HJIEHIUAIBHOCTH
NEPCOHATBHBIX JaHHBIX OOECIEeYMBAETCS COOTBETCTBYIOIIMMH MHOYECTBY 3HAYMMBIX
yIpO3 METOJAAMU U CPEACTBAMHU.

OcCHOBHBIE 32/1a4M CUCTEMBI O0ecrieyeHus1 0€30MacCHOCTH NMEPCOHABHBIX IaHHBIX

JUIst TOCTM>KEHUs] OCHOBHOM WENM 3allUThl U 00€CleueHusl yKa3aHHBIX CBOMCTB
NEPCOHAIBHBIX JAaHHBIX CHUCTeMa oOecreyeHus: HH(POPMALMOHHOW 0€30MacHOCTH
VrpaBiaeHuss mo jaenaM MOJIOAEKU JODKHA oOecrneunBarh 3()(PEKTUBHOE pelIeHue
CJIETYIOIIUX 3a4a4:

~  CBOEBPEMEHHOE BBISBICHUE, OLICHKA U NPOTHO3MPOBAHNWE HCTOYHUKOB YIpO3
MH(OPMAIMOHHOW 0€30IaCHOCTH, MPUYMH WU YCIOBHUM, CHOCOOCTBYIOIIMX HAHECEHHIO
yiiepba 3aMHTEPECOBAHHBIM CYOBEKTaM HH(POPMAIIMOHHBIX OTHOIICHHWH, HapyIICHUIO
HOPMaJIbHOTO (hPyHKIMOHKUpOBaHUs HH(popMalmoHHbix cucteM Y ODKCuMII;

- CO3JaHM€ MEXaHu3Ma ONEpPAaTUBHOIO PEarupoBaHUsl Ha Yrpo3bl 0€30MaCHOCTH
UH(pOpMaIMU U HETaTUBHbIE TEH/ICHIIUY;

~  CO3JaHMWe YCIIOBUU JUJII MUHHMH3AIMU W JIOKAJIM3allMM HAaHOCUMOTO yiiepOa
HENPaBOMEPHBIMU  JEHCTBUAMH  (QU3MUECKUX U IOPUIMYECKHX JIUI, ocjabiaeHue
HEraTUBHOTO BJIMSIHMS W JIMKBUJAIMS TOCJEJICTBUN  HapylleHHs Oe30MacHOCTH

uH(popmauy;



- 3alUTy OT BMEMIATEIhCTBA B Tpoiiece (yHKIIMOHUPOBAHUS HHPOPMAITMOHHBIX
cucteM YDOKCuMII nocroponHux nuil (I0CTyn K HHPOPMAIIMOHHBIM PeCcypcaM JTOJKHBI
MUMETh TOJIBKO 3apETUCTPUPOBAHHBIE B YCTAHOBIEHHOM MOPSAJIKE MOJIb30BATENN);

- pa3rpaHHY€HHE JOCTYIa IMOJb30BaTeieii K MHGOPMAIMOHHBIM, anlapaTHbIM,
POrpaMMHBIM U UHBIM pecypcaM YTpaBiieHUs 1o AenaM (BO3MOXKHOCTb JOCTYIA TOJIbKO
K TEM pecypcaM M BBIMOJHEHHS TOJIBKO T€X OIepaluil ¢ HUMHU, KOTOPbIE HEOOXOIAUMBI
KOHKPETHBIM TI0JIb30BATEIISIM JIJIs1 BBITIOJTHEHUSI CBOMX CITY>KEOHBIX 00513aHHOCTEH), TO €CTh
3aIIUTY OT HECAHKIMOHUPOBAHHOIO JIOCTYIIA;

- obecrieueHue  ayTeHTU(UKAIIMU  TIOJH30BATENCH,  Y4YacCTBYIOIIUX B
uH(OPMAITMOHHOM OOMeHe (MOATBEPKIACHUE TMOIMHHOCTH OTIPABUTENS M TOTydaTess
uH(popmaIun);

- 3aUTy OT HECAaHKIIMOHWPOBAaHHOW MOJM(PHUKAINNHA  HUCIOJIB3YEMBIX B
uHpopmarmonubix cucreMax YDOKCuMII nporpaMMHBIX CpeACTB, a TaKXKe 3allUTy
CHUCTEMBI OT BHEAPEHUS HECAHKIMOHHUPOBAHHBIX MPOTPaMM, BKIIOYAs KOMIIBIOTEPHBIC
BUPYCBHI;

3amUTy MHOOPMALIMM OTPAHUYECHHOTO IOJB30BaHUSA OT YTEYKHU MO TEXHUYECKUM
KaHaJlaM TIpH ee 00paboTKe, XpaHSHUH U TIepeaaye Mo KaHajaaM CBS3H.

OcCHOBHBIE ITyTH PELIEHUS 3a7a4 CUCTEMBI 3alIUThI

IlocTaBiieHHBIE OCHOBHBIE LIE€NW 3AIIUTHl U PEUICHUE NMEPEYNCICHHBIX BBILIE 3a7a4
JOCTUTAKOTCA:

~  CTpPOTMM Y4Y€TOM BCEX MOJIEKAIIMX 3allUTe PEeCypcoB HHPOPMAILMOHHBIX
cucreM YOKCuMII (undopmanmu, 3amay, JTOKYMEHTOB, KaHAJIOB CBSI3H, CEPBEPOB,
aBTOMAaTU3UPOBAHHBIX PAOOYMX MECT);

~  KYpHaJIMpPOBAaHHUEM JIEUCTBUI MEpCOHANA, OCYIIECTBISIONIEr0 OOCIyXKUBaHUE
¥ MOIU(DUKAIIAIO MPOTPAMMHBIX M TEXHUYECKUX CPEJICTB MH(POPMAITMOHHBIX CUCTEM;

~  TIOJIHOTOM, peajbHOM BBHIMOJHUMOCTBIO M HEMPOTHBOPEUUBOCTHIO TPeOOBaHMUIA
OpPraHu3aIlMOHHO-PACTIOPAIUTENBHBIX ~ JOKyMeHTOB ~ YOKCuMII no  Bompocam

oOecrieueHust 6e30MacHOCTH HHPOPMAIINK;



-~ TOATOTOBKOM  JIOJDKHOCTHBIX JIMI (COTPYOHHUKOB), OTBETCTBEHHBIX 32
OpPraHM3alMI0 U OCYIIECTBICHHE MPAKTUUYECKMX MEpPONPUATUH MO O00ECHeueHUIo
0€30MaCHOCTH MEPCOHATBLHBIX JTAHHBIX U MPOIECCOB UX 00PaOOTKH;

- HAJCJIICHHEM  KaXIOr0  COTpyAHUKA  (THOJB30BATENs)  MHHUMAJIBHO
HEOOXOJMMBIMUA JJI1  BBIMOJHEHUS UM CBOMX (YHKUHMOHAIBHBIX O0O0sI3aHHOCTEHN
MOJIHOMOYHUSIMH 1O JOCTYIy K HH(pOpMalMoHHbIM pecypcam Y DKCuMII;

- YeTKMM 3HaHMEM U CTPOTUM COOJIIOJIGHHEM BCEMH IOJIb30BaTEISIMU
MH(OPMAIMOHHBIX CUCTEM YOKCuMII TpebOoBaHMI OpraHU3alMOHHO-
pacnopsAIuTENbHBIX JOKYMEHTOB 110 BOIIPOcaM obecrieueHns 0€301acHOCTH HHGOPMAIIHH;

- IEPCOHAJIBHON OTBETCTBEHHOCTBIO 3a CBOM JACHCTBHUS KAXKJIOTO COTPYIAHHUKA, B
pamMKax cBOMX (DyHKIIMOHAJIbHBIX 00S3aHHOCTEW MMEIOIIETO JOCTYI K MH(OPMAIMOHHBIM
pecypcam Y OKCuMII;

~  HENpepbIBHBIM  MOJAJEPKAHUEM HEOOXOAMMOr0 YpPOBHS  3alIUIIEHHOCTH
a5eMeHTOB HH(popMannoHHoU cpeapl Y DKCuMII;

- TOpUMEHEHUEM (PU3NYECKUX M TEXHUUYECKHX (MpOrpaMMHO-aNNapaTHbIX )
CPEACTB 3ALIUTHI PECYPCOB CUCTEMBI M HETIPEPHIBHOM aIMUHHUCTPATUBHOMN MOANEPKKON UX
UCIIOJIb30BAHUS;

- a(pdexTuBHBIM KOHTPOJIEM HaJl coOJroIcHuEM MOJIL30BATEIISIMU
uH(popmamonubix pecypcoB YPKCuMII tpeboBanuii mo obecreyeHuto 0e30MacHOCTH
uHhopMaIuy;

opuandeckoi 3ammutoi narepecoB Y ®KCuMII npu B3auMoAeiCTBUU C BHEIIIHUMHU
OpraHu3auusMu (CBA3aHHOM C OOMEHOM MEePCOHAIbHBIMU JAHHBIMHU) OT MPOTHUBOMNPABHBIX
JNEUCTBUM, KAaK CO CTOPOHBI A3TUX OpraHuW3aluid, TaKk M OT HECAHKI[MOHUPOBAHHBIX

JENUCTBUN 00CTYKMBAIOILLETO MEPCOHAIIA U TPETHUX JIMII.

OCHOBHBIE ITPUHIMIIBI ITIOCTPOEHUA CUCTEMBI BE3OITACHOCTH
HEPCOHAJIBHBIX TAHHBIX
[loctpoenue cucrtembl, oOecnedeHuss O€30MaCHOCTH TEPCOHAIBHBIX JaHHBIX
YOKCuMII, u ee (QpyHKIMOHMpPOBAHWE MOJKHBI OCYHIECTBIISITHCS B COOTBETCTBUU CO

CIcaAyromuMu OCHOBHBIMU ITPUHIIUITAMM:



~  3aKOHHOCTB;
- CHCTEMHOCTb;

- KOMIUIEKCHOCT;

~  HENpPEPBHIBHOCTE;

~ CBOEBPEMEHHOCTb;

~  TPEEeMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIIICHCTBOBAHUS,

- pa3yMHas I0CTaTOYHOCTh (3IKOHOMMYECKAs 11eJ1eCO00Pa3HOCTh);
- TepcoHalbHasi OTBETCTBEHHOCTD;

~  MHUHHMMU3ALUS TOJTHOMOYHI;

~  HCKJIIOYEHUE KOH(MIUKTA UHTEPECOB,;

- B3aUMOJIEHCTBUE U COTPYAHUYECTBO;

~ THOKOCTb CUCTEMBbI 3alUTHI;

~  OTKPBITOCTh AJITOPUTMOB U MEXaHU3MOB 3aIIUTHI;

— TPOCTOTA MPUMEHEHUS CPEJICTB 3aLUTHI;

~ 00OCHOBaHHOCTb U TEXHUYECKAsI PEaIU3yEeMOCTb;

- CclIenuajamu3anuvsa U HpO(i)CCCI/IOHaJ'II/I?)M;

00513aTEIbHOCTH KOHTPOJIS.

3aKOHHOCTH

[Ipennonaraer oCyiiecTBICHUE 3alIUTHBIX MEPONPUSATUNA U Pa3pabOTKy CUCTEMBI
0e3onacHocTd nepcoHabHBIX AaHHBIX YDOKCuMII B COOTBETCTBUM C JIEUCTBYIOLIUM
3aKOHOJATEILCTBOM B 00JIACTH 3alllUThl TEPCOHANBHBIX JAHHBIX, a TaKXKe APYrux
3aKOHOJATENIbHBIX aKTOB MO Oe3omacHocT uHpopMmanuu P®, ¢ npuMeHeHueM Bcex
JTIO3BOJICHHBIX METOJIOB OOHApyXEHUsI W IMPECEUYCHHs] NMPaBOHAPYIICHWN mpu padore ¢
NepCoOHaIbHBIMU JaHHBIMU. [IpuHSATHIE Mepbl 0€30MaCHOCTH TMEPCOHATBHBIX JAaHHBIX HE
JIOJDKHBI TIPEMATCTBOBATh JOCTYMY MPAaBOOXPAHUTEIBHBIX OPraHOB B MPEAYCMOTPEHHBIX
3aKOHOAATEIBCTBOM CITydasiX.

Bce mnonb3oBarenu wunpopmanuonHbix cucteM YOKCuMIl nomkHbl HUMETh
nmpeacTaBieHne 00 OTBETCTBEHHOCTH 3a TIPABOHAPYIICHHWS B 00JacTé 00pabOTKH
MePCOHAIBHBIX JIAHHBIX.

CHCTEeMHOCTH



CucteMHbBIN TIOJXO0]T K TOCTPOSHUIO CUCTEMBI 3amuThl nHpopManuu B Y DKCuMII
IIPEANOJIAraeT y4yeT BCEX B3aMMOCBS3aHHBIX, B3AMMOJCUCTBYIOIINX U U3MEHSIOIUXCA BO
BPEMEHHU JJIEMEHTOB, YCIOBUW W (PAKTOPOB, 3HAYMMBIX JJIi TOHUMAHHUS M PELICHUS
po0emMbl 0OecTieueHns 0€30MaCHOCTH TIEPCOHATBHBIX JaHHBIX.

[Ipu co3manuu cUCTEMBbI 3alIUTHI JOJDKHBI YUUTHIBATHCS BCE clladble U HauOoliee
ysi3BUMBbIe MecTa HHPopMannoHHbIX cucteM Y OPKCuMII, a takxe xapakTep, BO3MOXKHbBIE
OOBEKTHl U HAMNpaBlICHUs aTak Ha HEe CO CTOPOHBI HapymuTene (0coOeHHO
BBICOKOKBANTM(DUIIMPOBAHHBIX 3JI0YMBIIUIEHHUKOB). CrcTEeMa 3alllUThl J0KHA CTPOUTHCS
C Y4E€TOM HE TOJIBKO BCEX U3BECTHBIX KaHAJIOB IIPOHUKHOBEHUS U HECAHKLIMOHUPOBAHHOIO
JocTyna K MHQOpMAlMM, HO MU C y4E€TOM BO3MOXKHOCTH MOSIBJIIEHUS NPUHIUIHAIBHO
HOBBIX ITyTE€H peann3alnuu yrpo3 0€301acHOCTH.

KoMmmuiekcHocTh

KomniekcHOe ucnosib30BaHNE METOJOB U CPEACTB 3aLIUThl KOMIIBIOTEPHBIX CHCTEM
IIPEANOIIATACT COIJIACOBAHHOE NPHUMEHEHHWE PA3HOPOAHBIX CPEACTB IIPU NOCTPOCHHUU
[EJIOCTHON CHUCTEMBI 3alUThI, EPEKPHIBAIOIIEH BCE CYIIECTBEHHBIE (3HAYMMBIC) KaHAJIbI
peanu3aluyd yrpo3 M HE cojJepkamed crabblx MECT Ha CThIKax OTHEIbHBIX €€
KOMITIOHEHTOB. 3allUTa JOJKHA CTPOUTHCSA SLIEIOHHPOBAHO. BHeEmHAsA 3ammra JoJDKHA
obecrnieunBaTbes (PU3MUECKUMHU CPEJICTBAMU, OPTaHNU3aLIMOHHBIMU U MIPABOBBIMHU MEpaMH.

HenpepbIBHOCTH 321U THI

Obecrnieuenre 0e30MaCHOCTH MEPCOHAIBHBIX JaHHBIX - MPOLIECC, OCYIIECTBISEMbIN
pykoBojactBoM YOKCuMII, agmunuctparopamu 0€300aCHOCTH HMH(POPMALIMOHHBIX
CUCTEM U COTPYIHHKAMH BCEX YPOBHEH. JTO HE TOJIBKO M HE CTOJBKO INMPOLEAYpa WU
MOJINTUKA, KOTOpasi OCYIIECTBISIETCS B ONPEACIICHHBIM OTPE30K BPEMEHU WU
COBOKYITHOCTb CPEJICTB 3aIUThl, CKOJIBKO MPOLECC, KOTOPBIA JOJKEH MMOCTOSHHO UATH Ha
Bcex ypoBHsiX BHyTpu YOKCuMII u kaxaeii corpynnuk YDPKCuMII nomken
IPUHUMATh yYacTHE B 3TOM Ipoliecce. JeareabHoCTh o 00ecedyeHnI0 HHPOPMAIIMOHHOM
0€30MacHOCTU SIBJISIETCS COCTAaBHOM 4YacThi0 MOBCeAHEBHOM aesTenbHocTH Y DKCuMIL
U ee sdpdextuBHOCTD 3aBHCUT OT yuactusi pykoBojactBa YOKCuMII B obecneuenunu

UH(OPMAIMOHHON O€30aCHOCTH NMEPCOHAIBHBIX TaHHBIX.



Kpome Toro, OONbHIMHCTBY (DU3MUYECKHX M TEXHUYECKUX CPEJICTB 3aIUTHI IS
3¢ (HEKTUBHOTO BBHIMOTHEHHUS CBOMX (DYHKIIMI HE0OX0/IMMa MOCTOSIHHAS OPraHU3aIlMOHHAs
(aaMuHUCTpaTHBHAS) MOJJEPKKa (CBOEBPEMEHHAasi CMEHA M 00ecreYeHue MpPaBUIBLHOIO
XpaHEHUs W TPUMEHEHUsS HMEH, NapoJieid, MepeonpeAcieHue MOJIHOMOYMNA U T.IL.).
[lepepniBbl B paboTe CPEACTB 3alIUTHI MOTYT OBITh WCIIOJIL30BaHbI 3JI0YMBIIUICHHUKAMHU
JUISl aHaJIM3a MPUMEHSEMbIX METOJOB U CPEJACTB 3alUTHI, JJIsi BHEJIPEHUS CIEHUATIBHBIX
MIPOrpaMMHBIX U alMapaTHBIX "'3aKJIAI0K" U IPYTUX CPEACTB MPEOAOJICHHUS 3aLUTHI.

CBOEBpPEMEHHOCTD

[Ipeamonaraer ynpexmarONMil XapakTep Mep oOecnedeHus 0e30MmacHOCTH
MEPCOHAIBHBIX JAHHBIX, TO €CTh IOCTAHOBKY 3aJlad 10 KOMIUIEKCHOW 3aIllUTe
MEePCOHAIBHBIX JAHHBIX M peaau3aiuio Mep obecredeHus: O€30MacHOCTH MEPCOHATbHBIX
JAHHBIX HAa PAaHHUX CTAAHUSIX Pa3padOTKu WH(OPMAITMOHHBIX CUCTEM B IIEJIOM U UX CUCTEM
3aIUThI, B YACTHOCTH.

PazpaboTka cucTeMBbl 3alIUTHl JIOJHKHA BECTUCH MApANJIEIbHO C pa3pabOTKOW M
pa3BUTHEM CaMOM 3amuIaeMoil MH(GOPMAIMOHHONW CHUCTEMBbl. OJTO IMO3BOJUT Y4YeCTb
TpeOoBaHUs 0€30MaCHOCTH MPH MPOSKTUPOBAHUU APXUTEKTYPhl WM, B KOHEUHOM CYETE,
co3aarh Oosee rhhexTuBHBIE (KakK MO 3aTpaTaM PECYpPCOB, TaK U MO CTOMKOCTH) CUCTEMBI,
o0Ja1aroNIre T0CTaTOYHBIM YPOBHEM 3aIIUIIIEHHOCTH.

IIpeeMcTBEHHOCTH U COBEPIIEHCTBOBAHME

[Ipennonaraer MOCTOSSHHOE COBEPUICHCTBOBAHME MEp U CPEICTB  3alUTHI
MEePCOHAIBHBIX JTAHHBIX Ha OCHOBE MPEEMCTBEHHOCTH OPTraHM3alIMOHHBIX U TEXHUUYECKUX
pELIeHM, KaJpOBOTr0 COCTaBa, aHAIW3a (PYHKUMOHUPOBAHUS MH(POPMALMOHHBIX CHUCTEM
YOKCuMII u cucteMbl €€ 3aluThl C y4€TOM H3MEHEHUW B METOJaX M CPEACTBaX
nepexBara WHGOpPMAIUM, HOPMATHBHBIX TPeOOBaHUW MO 3allUTe, JTOCTUTHYTOTO
OTEUECTBEHHOTO U 3apyOEKHOT0 OMBITA B 3TOM 00IaCTH.

Pa3zymHasi 10CTATOYHOCTH (IKOHOMHMYECKAS 1eJ1eCO000PA3HOCTD)

[Ipennonaraer COOTBETCTBUE YPOBHsSI 3arpar Ha obOecrieyeHue Oe30MacHOCTH
MIEPCOHATLHBIX JAHHBIX IIEHHOCTH MH(POPMAIIMOHHBIX PECYPCOB U BETUYHHE BO3MOXKHOTO
yimiepba OT UX pasrjailieHus, yTpaThl, YyTEYKH, YHUYTOXKEHUS UM HCKKCHUS.

Hcnons3yembie Mepbl M CpeicTBa oOecrieueHusi 0e30MacHOCTH MHGOPMAIMOHHBIX



pPECYPCOB HE JOJDKHBI 3aMETHO YXYAIIAaTh HSPrOHOMHYECKHE IOKa3zaTreaud padoThl
KOMITIOHEHTOB MH(popMannoHHbIX cucteM YDKCuMII. M3numnue mepsl 6€30macHOCTH,
OMUMO 3KOHOMHYECKOW HEIP(HEKTUBHOCTH, MPHUBOJIAT K YTOMIICHHUIO U Pa3IpakKeHHUIO
NepCOHAIA.

Coznate  aOCOJIOTHO  HENPEOJOJIMMYI0 CHUCTEMY  3allUThl  MPUHIUIHUAIBHO
HEBO3MOXHO. [loka mepcoHanbHbBIE AAHHBIE HAXOAATCS B OOpalllEeHWH, NMPUHUMAEMBbIE
Mepbl MOTYT TOJIbKO CHU3UTh BEPOSITHOCTh HETaTHUBHBIX BO3ACHCTBUIN WK yIepO OT HUX,
HO HE HUCKIIIOYUTH HUX MOJHOCTHIO. [IpM ITOCTATOYHOM KOJMYECTBE BPEMEHU U CPEICTB
BO3MOXKHO MPEoJoJieTh M0y 3amuTy. I[loaTOMy uHMeeT CMbICI paccMaTpUBaTh
HEKOTOPBIN TNpUEMJIEMBIN ypOBeHb oOecrieueHusi Oe3omacHOCTU. BricokoaddexTuBHas
CUCTEMA 3allUThl CTOUT JI0POro, UCHOJIB3YET NpH PabOTE CYHIECTBEHHYIO YaCTh PECYPCOB
U MOXXET CO3[aBaTh OIIyTHUMbIC JTOTIOJHHUTEIbHBIE HEYJ0OCTBa MOJIb30BaTEIsIM. BaxxHO
MPaBUJIBHO BBIOPATh TOT JOCTATOYHBIA YPOBEHb 3AIIUTHI, TP KOTOPOM 3aTpaThl, PUCK U
pa3Mep BO3MOXKHOIO yiep0Oa Obuin Obl TPUEMIIEMBIMH.

IlepconanbHasi OTBETCTBEHHOCTD

[Ipeanonaraer BO3J0KEHHWE OTBETCTBEHHOCTHM 3a o0ecrieyeHue O0e30MacHOCTH
NEPCOHAIBHBIX JTAHHBIX U CHCTEMBbI UX 00pa0OTKHM Ha KaXJO0ro COTpyAHMKA B IMpejaenax
€ro IOJHOMOYMIl. B COOTBETCTBMM C 3THUM NPUHLUIOM pACIPEEICHUE TMpaB U
00s13aHHOCTE COTPYJHUKOB CTPOUTCA TakUM 00pa3oMm, 4ToObl B clly4ae Jr000ro
HapyIICHHUs KPyT BUHOBHUKOB ObLT YETKO M3BECTEH WJIM CBEJICH K MUHUMYMY.

MuyHuMHU3aAL M TOJTHOMOYM I

O3HauvaeT NpenoCTaBICHUE TIOJb30BATENIM MHHHMAJIbHBIX IpaB JOCTylla B
COOTBETCTBHHM CO CIY>KeOHOM HeoOxoaumocThio. JlocTynm K MepCOHAIbHBIM JIaHHBIM
JOJKEH TPEIOCTaBIAThCA TOJBKO B TOM cllydyae M OOBbEME, €CIM 3TO HeoOXO0IUMO
COTPYJHHKY ISl BBIITOJIHEHUS €T0 TOJDKHOCTHBIX 00S3aHHOCTEH.

Hcknwyenue KOHQPJINKTA MHTEpecoB (pa3aeieHue (PyHKIMT)

O¢ddextuBHas  cucrema  obecrnedyeHus ~ MHOOPMAMOHHOW  0€30MacHOCTH
IpernoiaraeT YeTKoe pa3zesieHue 00s13aHHOCTEN COTPYAHUKOB M UCKIIIOYEHHE CUTYaIuil,
Korja cdepa OTBETCTBEHHOCTH COTPYIHHUKOB JOMYyCKaeT KOHGIUKT uHTEepecoB. Cdepbl

INOTCHIMAJIbHBIX KOHCI)J'II/IKTOB AOJDKHBI BBIABJIATBCA, MUHUMHW3UPOBATLHCA, U HAXOIOHUTCA



II0JI CTPOTMM HE3aBUCHMBIM KOHTpoOJIEM. Peann3anust JaHHOrO NpHUHIMIA IPEIIoIaraer,
YTO HE OJIMH COTPYJHUK HE JOJDKEH UMETh MOJHOMOYMH, MO3BOJIAIOIIUX EMY €IUHOIUYHO
OCYILLECTBJISITh ~ BBIIOJIHEHWE  KPUTHYHBIX  omnepauni. Hanemenme — coTpynHMKOB
MNOJTHOMOYMSIMH, TOPOXKJIAIOIIUMH  KOH(JIUKT HWHTEPECOB, Ja€T €My BO3MOXKHOCTb
MO/ITACOBBIBATh MH(OPMAIIMIO B KOPBICTHBIX IEJISIX WM C TEM, YTOOBI CKPBITh MPOOIEMbI
WIK TIOHECEHHbIE YOBITKH. [l CHMXKEHUs pUCKA MaHUIYJUMPOBAHUS MEPCOHAIbHBIMU
JAHHBIMU U PUCKAa XHUILECHUS, TAKUE MOJTHOMOYMS JOJKHBI B MAKCUMAaJIbHO BO3MOKHOMU
CTeNeHU OBbITh pa3/ieJeHbl MEXAY PA3NMUHBIMU COTPYJIHUKAMHU WU MOJpa3JeieHUsIMU
YOKCuMII. Heob6xomumMo mpOBOIUTH MEPUOAMYECKUE TMPOBEPKU OOS3aHHOCTEH,
GYyHKIMNA W [ESITETbHOCTH COTPYIHUKOB, BBITIOJHSIIONIMX KIIIOUEBbIE (DYHKIIMH, C TEM,
YTOOBI OHM HE MMEIH BO3MOXHOCTH CKPBIBaTh COBEPIICHUE HENPABOMEPHBIX IEHCTBU.
Kpome Toro, HeoOXOAMMO MPUHUMATH CIIEUAIbHBIE MEPHI MO0 HEIOMYLIEHHIO CroBOpPa
MEXIy COTPYIHUKAMU.

B3aumopeiicTBre U COTPYAHHYECTBO

[Ipeanonaraer co3manue OnaronpusaTHoi arMocdepsl B kojuiektuBe Y DKCuMII .
B Takoii 00CTaHOBKE COTPYJHHUKH JOJKHBI OCO3HAHHO COOJII0/IaTh YCTaHOBJICHHbBIE
OpaBWjia M OKa3blBaThb COJEHUCTBUE NEATEIBHOCTH aJMUHHCTPATOPOB OE€30MaCHOCTH
UH(OPMAITMOHHBIX CHCTEM MEPCOHANBHBIX TAHHBIX.

BaxxHbpiM  31emMeHTOM 3(P(QEKTUBHON CUCTEMBI oOOecnedeHus: Oe30IMacHOCTH
nepcoHanbHbiX MaHHBIX B Y®OKCuMII sBnsercs BbICOKas KyiabTypa pabOTHI C
unpopmarmeii. PykoBoactBo Y®KCuMII HeceT OTBETCTBEHHOCTh 3a CTPOroe
COOJIIOJIEHNE OSTUYECKUX HOPM U CTaHAAPTOB MNPOPECCUOHAIBHON JI€ATEIbHOCTH,
MOAYEPKUBAIOIIEH M JEMOHCTPUPYIOLIEH MEPCOHANy Ha BCEX YPOBHSIX BaXKHOCTb
oOecrieuenust uHpopmanuonHo OezonacHoctT  YOKCuMIL. Bcece corpyanuku
YOKCuMII gomxHBI MOHUMATH CBOIO POJIb B IpoIlecce oOecrieueHusi NHPOPMAITMOHHON
0€30MacHOCTH W MPUHHUMATh y4acTHE B ATOM Ipoiiecce. HecMoTpst Ha TO, YTO BbICOKas
KyJdbTypa  oOecrieyeHuss  MH(DOPMAUMOHHOW  O€30MacCHOCTM  HE  rapaHTHpyeT
aBTOMATHUYECKOI'0 JIOCTUKEHUS LENEH, €€ OTCYTCTBHE CO3/1a€T OOJIbILIE BOZMOXKHOCTEM JIIsl

HapyleHus: 0€30MaCHOCTH WM He OOHApYKeHUsI (PaKTOB €€ HapyLICHUSI.



I'mOkocTh cCUCTEMBI 3aIIUTHI

Cucrema obecnieueHusi HHGOPMAIIMOHHON 0€30MacHOCTU JIOJDKHA OBITH CIIOCOOHA
pearupoBaTh Ha W3MEHEHHs BHEIIHEH cpeabl M ycioBui ocymectsiieHus Y PKCuMII
CBOCH AesITeNbHOCTH. B unciio Taknx n3MeHEeHUH BXOIAT:

— HW3MEHEHHUS OPraHU3alMOHHOM U MITaTHON CTPYKTYphl Y DKCuMII;

— W3MEHEHHE CYIIECTBYIOIIMX WM BHEAPEHHE MPUHIMIMAIBHO  HOBBIX
WH()OPMAIIMOHHBIX CUCTEM;

— HOBBIC TEXHUYECKUE CPEJICTBA.

CBOICTBO THOKOCTH CHUCTeMBbI oOecrieueHuss HHGOPMAIMOHHONW Oe30MacHOCTH
n30aBIs€T B TaKUX CHUTYallMAX OT HEOOXOJUMOCTH TPUHSATHS KapAWMHAIBHBIX MEp IO
MOJIHOM 3aMeHEe CPEeACTB U METOJIOB 3allUThl HA HOBBIC, YTO CHUIXKAET €€ OOIIYIo
CTOUMOCTb.

OTKpBITOCTH AITOPUTMOB 1 MEXAHU3MOB 3aILATHI

CyTbh OpUHIUIIA OTKPHITOCTH AJITOPUTMOB U MEXAHU3MOB 3aIlIUThl COCTOUT B TOM,
YTO 3alllUTa HE JOJKHA OOECIEeUMBATHCA TOJIBKO 32 CUET CEKPETHOCTH CTPYKTYpPHOU
OpraHu3allid U aJrOpUTMOB (PYHKIIMOHHPOBAHUSA €€ TOJICUCTEM. 3HAaHUE aJITOPUTMOB
paboThl CHUCTEMBbI 3alllUTHl HE JOJDKHO JaBaTh BO3MOXKHOCTH €€ NPEoJIoeHus (Jaxe
aBTOpaMm). ITO, OJHAKO, HE O3HAYaeT, YTO MH(POpMaIUs 00 HCIOIB3YEeMbIX CUCTEMax H
MEXaHU3MaXx 3allUThI I0JKHA OBITH 0OIIEIOCTYITHA.

[IpocToTa NpUMEHEHUS CPEJICTB 3aLUTHI

MexaHu3Mbl U METOJIbI 3allUThl TOKHBI ObITh MHTYUTUBHO MOHSTHBI U IIPOCTHI B
UCIOIb30BaHuU. [IpuMeHeHue cpeJCTB U METOJIOB 3alIUThl HE JOJKHO OBITh CBS3aHO CO
3HAHUEM CHEIUAIbHBIX S3bIKOB WM C BBINOJHEHUEM JEHCTBHM, TpeOyrOmMX
3HAYUTEIBHBIX JOTIOJTHUTENbHBIX Tpyio3arpar npu OOBIYHOM pabore
3apEruCTPUPOBAHHBIX MOJIb30BATENIeH, a TaKKe HE JOJKHO TpeOOBaTh OT IMOIb30BATENS
BBITIOJTHEHUS PYTUHHBIX MAJOMOHATHBIX EMY ONEpaluil.

OOG0CHOBAHHOCTh U TEXHUUYECKAS PeaTn3yeMOCTh

NupopmarimoHHbie TEXHOIOTHH, TEXHHYECKUE U MMPOTPAMMHEBIE CPEICTBA, CPENICTBA
¥ MEphI 3alUThl MEPCOHATBHBIX JTAHHBIX JOJKHBI OBITH PEaM30BaHbl HA COBPEMEHHOM

YPOBHC pasBUTHUA HAYKH U TCXHHUKH, 000CHOBaHBI C TOYKH 3pCHUA JOCTUIKCHUS 3aJTaHHOI'O



ypoBHsI 0Oe30macHOCTH HMH(POPMAIMA M SKOHOMHUYECKOM I1e71eco000pa3sHOCTH, a TaKkKe
JIOJKHBI COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaMm U TpeOOBaHUSM IO O€30MaCHOCTH
NEPCOHATIbHBIX TAHHBIX.

Crnenuaausanust 1 npopeccCHoHATIN3M

[Ipeanonaraer mpuBiedyeHHE K pa3pabOTKe CPEACTB U peau3alliid Mep 3alluThl
NEPCOHAIIBHBIX JAHHBIX CIELHATM3UPOBAHHBIX OpraHu3aluii, HanboJee MOArOTOBIEHHBIX
K KOHKPETHOMY BHUIY JAESITEIBHOCTH MO 00eCHeuyeHnI0 0e30MacHOCTH MH()OPMAIMOHHBIX
pPECYpCoOB, MMEIOIIUX OMNBIT MPAKTUYECKOM padOThl M TOCYJAPCTBEHHYIO JMIICH3UIO Ha
MpaBO OKa3aHWs YCIyr B JToi oOnacTu. Peanmuzamusi agMUHUCTPAaTHUBHBIX MEp U
OKCIUTyaTalsi  CPEeACTB  3allUTHl  JIOJDKHA ~ OCYHIECTBISTHCS — MPOPECCHOHAIBHO
noAroroBneHHbiMU cnenuanuctamu Y OKCuMII (agmunuctparopamu  0e30MacHOCTH
WH(OPMAITMOHHBIX CHCTEM MEPCOHATBHBIX JAHHBIX ).

00s132T€ILHOCTH KOHTPOJIS

[Ipeanonaraer 0053aTebHOCTh U CBOEBPEMEHHOCTH BBISABICHHUS W IPECEUCHHUS
NOMBITOK ~ HApYIIEHUS  YCTAHOBJICHHBIX  MpaBWi, oOecreueHuss  O€30MacHOCTH
NEPCOHANBHBIX JAHHBIX, HA OCHOBE WCIOJb3YEMBIX CHUCTEM U CPEJCTB 3alllUThI
MEPCOHAIBHBIX JIaHHBIX, IPU COBEPIICHCTBOBAHUU KPUTEPUEB U METOJOB OIIEHKU
3 (HEKTUBHOCTH 3TUX CUCTEM U CPEJICTB.

KoHTposb 32 A€SITENbHOCTBIO JI000r0 MOJIb30BATENS, KAXA0I0 CPEACTBA 3aIUTHI U
B OTHOUIIEHHUH JIIOO0T0 0OBEKTA 3aIIUTHI TOJDKEH OCYIIECTBIISATHCS HA OCHOBE MPUMEHEHHUS
CPEIICTB ONEPATHUBHOTO KOHTPOJSI M PErucTpaldud U JOJDKEH OXBaThIBaTh Kak
HECAaHKIIMOHUPOBAHHBIE, TAK U CAHKIIMOHUPOBAHHBIE ACHCTBUS MOJIb30BATEIIEH.

Kpome toro, a¢dextruBHas cucrema odbecnedeHrs nHGOPMaAIMOHHON 0€30MacHOCTH
TpeOyeT HalIM4us aJeKBaTHOW M BceoObemItoleld MHGOpMAaIMd O TEKYIIEM COCTOSHUU
IPOLIECCOB, CBSI3aHHBIX C JBIJKEHHEM HH(GOpPMalMU W CBEICHUM O COOIIOJCHUU
YCTaHOBJICHHBIX HOPMATHUBHBIX TPEOOBAHMWM, a TaKkKe JOMOJHHUTEIbHOW HH(OpMAaIIUH,
UMEIOILEH OTHOIICHHE K MPUHATUIO pemieHud. MHdopmanus noikHA OBITh HaJEKHOM,
CBOEBPEMEHHOM, TOCTYITHON M MPAaBHIBHO O(OPMIICHHOM.

Henocrarku cuctembl o0ecriedyeHus: HHPOpPMAMOHHOM 0€30MMacCHOCTH, BbISIBICHHBIE

corpynaukamMu  YOKCuMII  nomkHBI  HEMEIJIEHHO  JOBOAUTHCS 1O  CBEACHUA



pykoBogutenss YOKCuMII u onepatuBHO ycTpaHATbCS. BoNpockl, KOTOpbIE KaxyTcs
HE3HAYUTEJIbHBIMU, KOT/IA OTHAEJIbHBIE IIPOLECCHl PaCCMATPUBAKOTCSA HU30JIMPOBAHHO, IPU
PacCCMOTPEHUH WX Hapsay C APYTMMHU aclleKTaMM MOTYT YKa3aThb Ha OTPHULATEIIbHBIE
TEHJICHIINM, TPO3SIIUE TMepepacTh B KPYMHHbIE HEJOCTAaTKH, €CIM OHU He OyayT

CBOEBPEMEHHO YCTPAHEHBI.

MEPBI, METO/IbI U CPEACTBA OBECIIEYHEHUS TPEBYEMOI'O YPOBHSA
AU TBI TH®OPMAIIMOHHBIX PECYPCOB

Meps1 obecrieueHns HHOOPMAIIMOHHOM 0€30MacCHOCTH

Bce mepwr obecnieuenus OezonacHocTH uHPoOpManmoHHBIX cucteM Y OKCuMII
NoJIpa3AessatoTCs Ha:

~ TpaBOBbIE (3aKOHO/IATEIIbHBIE);

- MOpaJbHO-3THYCCKHUE;

- TEXHOJIOTHYECKUE;

~ OpraHu3alMoHHbIC (AAMUHUCTPATUBHBIC);

- (¢usnueckue;

~ TEXHUYECKHE (anmapaTypHbIE U IPOTPAMMHBIE).

3akoHo/1aTeIbHBIE (ITPABOBBIC) MEPHI 3AIIUTHI

K mpaBoBBIM Mepam 3amuThl OTHOCSTCS JCHCTBYIONIUE B CTPAHE 3aKOHBI, YKa3bl
HOPMATHUBHBIC aKThlI, PETIAMEHTUPYIOIIME TMpaBWia OOpalieHusi C MEePCOHATbLHBIMU
JTAHHBIMH, 3aKpCIUIAIONMME TpaBa H OOS3aHHOCTH YYaCTHUKOB HMH(POPMAIMOHHBIX
OTHONICHUI B TMpoIecce WX oOpaOOTKM W WCIIOJIB30BAHUSA, a TAK)KE YCTAaHABJIMBAIOIIUE
OTBETCTBEHHOCTh 3a HapylIeHUs 3TuX mpaBuwi. [IpaBoBble Mepbl 3alIUThl HOCST B
OCHOBHOM  YIIPSXKIAMOIINK, NPOOHUIAKTHUSCKUN XapakTep W TPeOYIOT TOCTOSHHOMN
pPa3bACHUTEIBLHON paboOThl C TMOJB30BATEISIMH K OOCTYKMBAIOIIUM  IEPCOHAIOM
UH(OPMAITMOHHBIX CUCTEM Y TIPABIICHHUS T10 JeJIaM MOJIOJICKHU

MopanbHO-3THYECKHE MEPHI 3aITUTHI

K MopanbHO-3THYECKMM MepaM OTHOCSATCS HOPMBI TIOBEICHHS, KOTOPHIC
TPAJAMIIMOHHO  CIIOKWJINCh WM  CKJIQABIBAIOTCA 1O  MEpe  paclpocTpaHEHUs

MH(OPMAIIMOHHBIX TEXHOJIOTHI B OOIIECTBE. DTU HOPMBI OOJBIIEH YACThIO HE SIBIISIOTCS



00s13aTeNbHBIMU, KaK 3aKOHOJATENIbHO YTBEP)K/IEHHBIE HOPMATHUBHBIE aKThl, OJTHAKO, MX
HECOOJIIO/ICHUE MOYKET NMPHUBECTH K IMAaJICHUI0 aBTOPUTETA, NMPECTHKA YEJIOBEKa, IPYIIIbI
g win YOKCuMII B nenom. MopaiibHO-3THYECKHME HOPMBI OBIBAIOT KAK HEMHUCAHbIE,
TaK ¥ TMHCaHble, TO €CTb O(QOPMIICHHbIE B HEKOTOPBIA CBOJ (yCTaB) MpaBWJ WIH
npeanucanuii. MopanbHO-3TUYECKHE MEpbl 3allUThl SBJISIOTCS MPOPUIAKTUYECKUMU U
TpeOyIOT MOCTOSSHHOM pPadOThl MO CO3JaHUI0 3J0POBOTO MOPAJIBHOIO KiIMMaTa B
KOJUIEKTHBE.

TexHo0rn4YecKrue Mephl 3alUThI

K nmaHHOMY BUIy Mep 3alllUTHl OTHOCATCS PA3HOIO POAA TEXHOJIOIMYECKUE PEIICHHUS
U TpUEMbl, OCHOBAaHHbIE Ha HCIOJb30BAaHUU HEKOTOPHIX BHJIOB H30BITOUHOCTU
(cTpykTypHOM, (YHKIMOHATBHOM, WH(DOPMAIIMOHHOW, BpPEMEHHOW U T.I.) W
HalpaBJieHHbIE Ha YMEHbBIIEHHWE BO3MOXHOCTH COBEPIICHHS COTPYJHUKAMHU OMIMOOK H
HapyLIEHUH B paMKax Mpe0CTaBICHHBIX UM IIPaB U MOJTHOMOYUH.

OpraHu3aiioHHbIe (AIMUHUCTPATUBHBIE) MEPHI 3aLUTHI

OpranuzaiiuoHHble  (aMUHUCTPATUBHBIE) MEpbl  3alUUTBl - 3TO  MEpHI
OpPraHU3allMOHHOTO XapakTepa, perjiaMeHTUpPYIolKue IMpolecchl (YyHKIHMOHUPOBAHUS
cucTeMbl 00pabOTKU MEePCOHATbHBIX JAHHBIX, UCIIOJIb30BAHUE €€ PECYPCOB, AEATEIHLHOCTh
00CIIy’KMBAIOIIETO TEpCOHANla, a TaKXe MNOPAJOK B3aUMOAECHCTBUS MOJIb30BaTENIeH C
CUCTEMOM TakuM 00pa3oM, 4TOObI B HaWOOJIbLLIEH CTENEHH 3aTPYJAHHUTHh WM HUCKIIOYUTH
BO3MOXKHOCTh peajiu3allii yrpo3 0e30MacHOCTH WIM CHU3UTh pa3Mep MOTephb B CiIydae MX
peanuzanuu.

dopMupoBaHUE MOJUTUKH 0€30M1aCHOCTH

I'maBHass 1enp aAMUHUCTPATHBHBIX MEp, NPEANPUHUMAEMBIX Ha  BBICIIEM
YOPABJIEHUYECKOM YpPOBHE - CGOpPMHpPOBAaTH MOJUTHUKY B o0nactu oOecredeHus
0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX (OTPAKAIOIIYIO MOAXO/BI K 3aIUTE IEPCOHAIBHBIX
JTAaHHBIX) U 00ECTIEYUTh €€ BBIIOJIHEHUE, BBIJIEISIST HEOOXOAMMbIE PECYPCHI U KOHTPOJIUPYSI
COCTOSIHUE .

C mpakTUYEeCKON TOYKHU 3PEHHs MOJUTUKY B o0nacTu obecrieueHus 0e30macHOCTH
nepcoHanbHbIX AaHHbIX B YOKCuMII nenecooOpazHo pa3oute Ha JBa ypoBHsA. K

BEPXHEMY YPOBHIO OTHOCSITCS PEIIEHUS PYKOBOACTBA, 3aTPArMBAIOIIME JESITEIbHOCTD



YOKCuMII B nenom. IlomuThka BepxXHEro ypoOBHS JOJDKHA YETKO OYEPTHTH chepy
BIIUSIHUS M OTPAHUYEHUSI TIPH OTIPEICIICHUH 11eJIei 0€30MMacHOCTH MEePCOHAIBHBIX JaHHBIX,
OMpEeNIEeNIUTh KaKUMHU pecypcamu (MaTepualibHble, CTPYKTYPHbIE, OPTaHU3AIIIOHHBIE) OHU
OyJlyT JIOCTUTHYTBI, U HAaWTH Pa3yMHbId KOMIIPOMHUCC MEXKAY HPUEMIIEMBIM YPOBHEM
0€30MacHOCTU U (PYHKIIMOHAIBHOCTHIO.

[TonmuTrika HUKXHETO YPOBHS, OMNPEEIAEeT NPOLEAYpPbl, W MpPaBUJIA JOCTHUKECHUS
neiae u pemieHus 3agady  0e30MaCHOCTH TEPCOHAJIBHBIX JaHHBIX U JICTAU3UPYET
(peryiiaMeHTHpyeT) 3TU MpaBuJa:

—  KaKOBBI POJIM U O0S3aHHOCTH JIOJKHOCTHBIX JIMII, OTBEYAIOIIKE 3a IPOBEJACHUE
MOJIMTUKHA 0€30MaCHOCTH NEPCOHANBHBIX TAHHBIX;

— KTO HMEET IMpaBa JOCTyIla K IEPCOHAIBHBIM JaHHBIM, KTO M IPU KaKHX
YCJIOBUSIX MOKET YNTATh U MOJAU(PHUITUPOBATH MEPCOHAIbHBIC JAaHHBIC U T.J.

[TonuTrKa HUKHETO YPOBHS JIOJKHA:

—  IpeaycMaTpuBaTh PerjlaMeHT WH()OPMAIIMOHHBIX OTHOIIEHUN, UCKIIOYAIOIINX
BO3MOYKHOCTh IPOU3BOJIbHBIX, MOHOITOJIBHBIX WM HECAHKIMOHUPOBAHHBIX JACHUCTBUU B
OTHOILIEHUH UH(GOPMAIIMOHHBIX PECYPCOB;

—  ONpEeNeNsITh KOAIUIMOHHBIE W HWEPAPXUUYECKUE TPUHIMUIIBI U  METOBI
pa3AeNeHns CEKPETOB U PA3TPAHUYEHHUS JOCTYNA K IEPCOHAIIbHBIM JaHHBIM;

BBIOMpATh MPOrPaMMHO-TEXHUYECKUE (ammapaTHbIe) CpeACTBa MPOTUBOACHCTBUS
HCJl, ayrentudukanuu, aBTOpU3allud, UWISHTUPUKAIMU U JAPYTUX  3allUTHBIX
MEXaHU3MOB, OOECIEUYHMBAIONINX TapaHTUW peaju3allid TpPaB U OTBETCTBEHHOCTH
CyOBEKTOB HH(POPMAITMOHHBIX OTHOIICHUH.

PernmamenTanus 10cTymna B MIOMEIICHUS

Kommonentsl napopMannoHHbix cucteM YDKCuMII ngomxHB pa3Memarbcs B
MOMENIEHUSX, HaXOMISIIMXCS TMOJI OXpaHOW WM HAOMIOACHUEM, HCKIIOYAIOIIUM
BO3MOXKHOCTh O€CKOHTPOJILHOTO MPOHUKHOBEHHUSI B TMOMEIICHUS MOCTOPOHHUX JIMI] U
oOecreynBaImUM GU3HNUECKYI0 COXPAHHOCTh HAXOIAIIUXCS B TOMEIIEHUN 3aIUIIAeMbIX
pecypcoB (nokymeHToB, APM u T.11.). YO0opKa Takux MOMEIICHUH JOJKHA MPOU3BOJAUTHCS

B TIIPUCYTCTBHH OTBCTCTBCHHOI'O COTPYAHHKA, 3a KOTOPBIM 3aKpPCIJICHbBI JAHHBIC



KOMIIOHEHTBI, C COOJIOJEHHUEM Mep, HUCKIIYAIOMIUX JOCTYH IOCTOPOHHUX JIMI[ K
3aIUIIAeMbIM HHPOPMAIIUOHHBIM PECypCaM.

Bo Bpemss 00paOOTKM MNEPCOHANBHBIX JAHHBIX B TAaKUX MOMEMICHUSIX JOJKEH
IPUCYTCTBOBATH TOJBKO MEPCOHAN, TOMYUICHHBIN K paboTe C MepCOHaIbHBIMU JAHHBIMHU.
3anpemaercss MpUeM MOCETUTENEH B MOMEIICHMSIX, KOrJa OCYILECTBIseTca 00padoTka
MIEPCOHAIBHBIX TAHHBIX.

[To oxoHyaHuu pabovero JHs, MOMEIIEHHUs, B KOTOPBIX Pa3MeNIaloTCs KOMIIOHEHTHI
uHpopmarmonubix cucteM Y OKCuMII, nomkHbl 3anupaThCst Ha KITHOY.

B cnyyae ocHalieHus NOMEIIEHUN CPEICTBAMHU OXPAaHHOW CUTHAJIM3AalWH, a TaKKe
ABTOMATHU3UPOBAHHOM CUCTEMOM NpPHUEMA W PETUCTPALUM CUTHAIOB OT 3THUX CPEACTB,
IIpUEM-cJlaya TAaKUX MOMEIIEHUH IO, OXPaHy OCYILECTBIISIETCS HA OCHOBAHUU CIIELIMAIBHO
pa3pabaTbIBA€MOUN MHCTPYKIIUH.

Pernmamentanus A0Mycka COTPYJHUKOB K MCIOJb30BAHUIO HWH(DOPMAIMOHHBIX
pecypcoB

B pamkax pa3zpemurenbHON cUCTeMbl (MAaTpHUIIbI) JOCTYIAa YCTAHABIMBAECTCS: KTO,
KOMY, KaKylo HMH(OpManuio M Uil KaKoro BUJA JOCTYIa MOXET MPEAOCTaBUTh U MPHU
KAKHX yCIIOBUSX.

Jomyck nonb3oBateneit k padbore ¢ nndopmarmonasiMu cuctemamu Y DKCuMII u
JOCTYIl K €€ pecypcaM JOJKEH OBIThb CTPOro pEeriaMeHTHpoBaH. JIoOble HW3MEHEHUs
COCTaBa W IIOJJHOMOYHMHM IIOJIb30BaTEled IOACUCTEM  JOJDKHBI  IPOU3BOIUTHCA
YCTaHOBJICHHBIM ITOPSIKOM.

YPOBEHb MOJIHOMOYMM Ka)XJOrO IOJIb30BATENS ONPEAEISIETCS WHIAWBHUIYAJIBHO,
coOJro1as cienyromre TpeOOBaHUs

— KaXIbl COTPYAHHUK IIOJIb3YETCS TOJBKO NPEAIMCAHHBIMU €My IIpaBaMU I10
OTHOUIEHUIO K TIE€PCOHAJIBHBIM JaHHBIM, C KOTOPHIMH €My HeoOxoauma pabora B
COOTBETCTBUM C JOJDKHOCTHBIMU OOsi3aHHOCTSIMH. Pacmmmpenue mnpaB joctyna u
IOPEJOCTAaBIEHUE JIOCTyNla K JIONOJHUTENIbHbIM HH(OPMALIMOHHBIX pecypcaMm, B
00s3aTeIbBHOM MOPSJKE, JOJKHO COINIACOBBIBATHCA C aIMUHUCTPATOPOM O€30MaCHOCTH

I/IH(I)OpMaL[I/IOHHBIX CUCTCM IICPCOHAJIBHBIX JAHHBIX;



— HavyanpHuk YOKCuMII umeer mpaBa Ha mnpocMOTp HHGOPMALUK CBOUX
IOJYMHEHHBIX TOJBKO B YCTAHOBJEHHBIX MpeJeNnax B COOTBETCTBUU CO CBOMMH
JOJDKHOCTHBIMU OOSI3aHHOCTSIMM.

Bcee corpyanukun YOKCuMII u o0ciyXuBaromuii MEPCOHAN, IOJKHBI HECTH
NEPCOHAIIbHYIO OTBETCTBEHHOCTh 3a HAPYIIEHUS YCTAHOBJIIEHHOTO MOpsika 00paboTKH
NEPCOHANIBHBIX JTAHHBIX, MPABUJI XPAHEHUsI, UCIIOJIb30BAHUS M TMEpelayl HaXOALIUXCS B
UX PACHOPSIKEHUU 3allMIIAEMbIX PECYpPCOB cUCTeMbl. Kaxkaplili COTpyAHUK (IIpU MpUEME
Ha paboTy) JOJKEH MOJIMUCHIBATh 0053aTENbCTBO O COONIOACHUN U OTBETCTBEHHOCTH 32
HapylLIEHUE YCTAaHOBJICHHBIX TpPEeOOBAaHUN 10 COXPAHEHUIO TEPCOHAIBHBIX JaHHBIX
YOKCuMIL.

OO0paboTka TNEpCOHATBHBIX JAHHBIX B KOMIIOHEHTaX HMH(GOPMAIIMOHHBIX CHUCTEM
YOKCuMII  nmomkHa  HOpPOM3BOAMUTBCA B COOTBETCTBUM  C  YTBEPKICHHBIMHU
TEXHOJOTUYECKUMH HHCTPYKLIHSAMH.

PernamenTanus mpoiieccoB OOCTY>KMBaHHUSI W OCYIIECTBICHUS MoaupuKanuu
anmnapaTHbIX U MPOrPAMMHBIX PECYPCOB

B nenax mnoanepkaHus pexuma HH(GOPMaLMOHHONW O€30IacHOCTH ammapaTHO-
nporpaMmHasi KOH(Urypamuss aBTOMaTU3UPOBAHHBIX pabOYMX MECT COTPYAHUKOB
YOKCuMII, ¢ KOTOphIX BO3MOXKEH JOCTYIl K pecypcaMm HH(POPMAIMOHHBIX CHCTEM,
JOJDKHA  COOTBETCTBOBATH  KPYI'y  BO3JIOKEHHBIX HA  JAaHHBIX  IOJIb30BaTeleh
(yHKUIHMOHAIBHBIX 00S3aHHOCTEM.

B xomnoHeHTax MHQOPMAIIMOHHBIX CHCTEM M Ha pabOYMX MECTax IOJIb30BaTelel
JOJKHBI YCTAHABIIMBATHCS U UCIIOJIB30BATHCS JIUIIEH3MOHHBIE IPOIPAMMHBIE CPEACTBA.

OOecrieueHue W KOHTPOJIb  (PU3MYECKOM  LEOCTHOCTH  (HEM3MEHHOCTH
KOH(UTypalun) anmnapaTHbIX pecypcoB

O6opynoBanue HH(POPMALMOHHBIX CHUCTEM, HCIOJIb3yeMOE IJsi JO0CTyna H
XpaHEHUs MEePCOHAIBHBIX JAHHBIX, K KOTOPOMY JOCTYH OOCITY>KMBAIOILIEro MEepcoHaja B
IpoLecce IKCIUTyaTallud He TpeOyeTcs, IOoce HaJlaJJOYHbIX, PEMOHTHBIX U UHBIX padoT,

CBA3AaHHBIX C JOCTYIIOM K €TI0 KOMIIOHCHTAaM JOJIDKHO 3aKPbIBATHCA.



[ToxOop u moAroTOBKA MEpcoHana, o0y4eHHe Mmoab30BaTesei

[Tonb3oBatenu unPopmanuoHHbix cucteM Y DOKCuMII, a taxke pyKoBOASIIMA U
OOCITY’KMBAIOIINI MEpPCOHAT JOJKHBI OBITh O3HAKOMJIEHBI CO CBOMM  YPOBHEM
MTOJTHOMOYMH, a TaKXKE OPraHU3alMOHHO-PACIIOPSAAUTEIIBHONM, HOPMATUBHOM, TEXHUYECKOU
W OKCIUTyaTallMOHHOW JIOKYMEHTaIlMel, Ompelessoneii TpeOoBaHUs U TOPSIOK
00paboTku nepcoHanbHbIX AJaHHBIX B Y ODKCuMII.

Obecnieuenre 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX BO3MOXKHO TOJIBKO TOCIIE
BBIPAOOTKH y MOJIb30BaTENCH ONPEACIICHHON KyIbTypbl paOOThI, T.€. HOPM, 00s3aTEIbHBIX
JUTSI UCTIOJTHEHUST BCEMU, KTO pabotaet ¢ uHbopmarmonasiMu pecypcamu Y OKCuMII. K
TaKMM HOpMaMm MOKHO OTHECTH 3alperieHUe JI00bIX YMBIIUICHHBIX W HEYMBIIIJICHHBIX
JNEUCTBUHM, KOTOpbIE HApyIIalOT HOPMAJbHYIO pabOTy KOMIOHEHTOB HH()OPMAIMOHHBIX
cucteM Y®KCuMII, BbI3bIBAIOT JOMOJHUTENIbHBIE 3aTpaThl PECYpCOB, HAPYIIAIOT
LEJIOCTHOCTh XpaHMUMOW H oOpabarbiBaeMOl HMHQOpMalUK, HAPYIIAIOT HHTEPECHI
3aKOHHBIX MMOJIb30BaTENEH, BIAJEIbIEB U1 COOCTBEHHUKOB.

Bce mnonb3oBarenu wuHopmamuoHHbix cucteM Y®OKCuMII nomkHbl  OBITH
03HAKOMJICHBI C OPTaHU3AIMOHHO - PACTIOPSAIUTEIbHBIMU JOKYMEHTAMU 10 00€CTICUEHUIO
0e3omacHOCTUH NepcoHanbHbIX AaHHBIX YOKCuMII, B yacTu, ux Kacarolecs, JOJDKHBI
3HaTh W HEYKOCHHUTEIIbHO BBIMOJHATh MHCTPYKIMH W 3HaTh OOIIME OOS3aHHOCTU IO
o0OecrnieueHnto 0€30MacHOCTH MEePCOHATBHBIX TaHHBIX. [loBeneHrne TpeOOBaHM yKa3aHHBIX
JIOKyMEHTOB JI0 JIMII, JOMYIIEHHBIX K 00pa0OTKe 3alUIaeMbIX MEPCOHATBHBIX TaHHBIX,
JOJKHO OCYIIECTBIATHCS MO POCIIHUCK.

OTBETCTBEHHOCTh 3a HApYLIEHWsS YCTAHOBJIEHHOTO MOPSAKA IOJIb30BAHUSA
pecypcamu uHGopmanmoHHbIx cucteM Y ODKCuMII

Mepa OTBETCTBEHHOCTHM ME€pCOHAla 3a JCHCTBUS, COBEPUICHHBIE B HapyIICHUE
YCTaHOBJICHHBIX MPaBWI oOecreueHrs 0e30MacHOi paboThl ¢ MIEPCOHATLHBIMU JaHHBIMH,
JOJKHA ONPENENsAThCA HAHECEHHBIM YIIEpOOM, HATMYUEM 3JIOT0 YMBICIA U JPYTUMHU
(dakTopamu 1o ycMoTpeHuto pykoBoacTsa Y PKCuMIL.

Jns peanusanuy OpUHLOMANA MEPCOHAIBHOW OTBETCTBEHHOCTH MOJIB30BATENEH 3a

CBOM JIEUCTBUS HEOOXOIUMBI:



—  UHIWBUIyaJbHAs WICHTU(DHKAIMS TOJH30BATEICH W WHUIIMUPOBAHHBIX WMHU
MPOIIECCOB, T.€. yCTaHOBIIeHHE 3a HUMH uaeHTHU(uKaTtopa (login, Username), Ha 6a3e
KOTOPOTO OyJEeT OCYIIECTBISATHCA Pa3rpaHUYEHUE JIOCTYMA B COOTBETCTBUM C MPUHIIATIOM
000CHOBAHHOCTH JIOCTYIIA;

— TMpoBepKa TMOJIMHHOCTH TOJIb30BaTelie (ayTeHTU(UKalus) Ha OCHOBE
MapoJeu;

peaknus Ha TONBITKM  HECAaHKIIMOHWPOBAHHOTO JIOCTyHa  (CHTHAIM3aIlns,
OJIOKUPOBKA U T.1.).

CpeactBa oOecrieueHus: 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX

s obecrieuennss WHGOPMAIIMOHHONW O€30MacHOCTH  YTpaBJICHUS TI0 JejaM
MOJIOZIC)KH MCTIONB3YIOTCS CIIEAYIOIINE CPECTBA 3aIIUTHI:

— (GU3UYECKHUE CPEJICTBA;

— TEXHUYECKUE CPEJCTBA,;

— cpencTBa UACHTU(GUKAIIMY U ayTEHTU(UKAIIUN TI0JIb30BaTeIeH;

— CpeICTBa pa3rpaHUUYEHUs OCTYIIA;

— cpenacTBa 00ecrieYeHUs: U KOHTPOJIS LIETOCTHOCTH;

— CpeICTBa OTMIEPATUBHOTO KOHTPOJISI K PETHCTPAIIUN COOBITHI OE30TIaCHOCTH.

CpencTa 3amyThl JODKHBI TMPUMEHITHCS KO BCEM pecypcaM HH(POPMAITMOHHBIX
cucteM YOKCuMII, ne3aBucuMo OoT ux Buja U GHOpMBI MpEACTaBICHUS WHPOpMAIUU B
HUX.

duznyeckue CpeacTBa 3alUThI

duznyeckrue Mepbl 3alUThl  OCHOBaHbl HA TMPUMEHEHHUHM PA3HOTO poja
MEXaHUYECKUX, JIEKTPOHHBIX WJIU AJIEKTPOHHO-MEXaHHUECKUX YCTPOUCTB M COOPYKCHHUIA,
CHEIUATBHO MPEAHA3HAYEHHBIX ISl CO3MaHMs (M3MUECKUX MPEMATCTBHA Ha BO3MOYKHBIX
NyTSX TPOHUKHOBEHHMS W JOCTyIa ITOTEHIMAIbHBIX HApyIIUTENIeH K KOMITOHEHTaM
CUCTEMbI U 3allMIIAEMbIM TEPCOHAIBHBIM JIaHHBIM, a TAaKXe TEXHUYCCKUX CPEICTB
BU3YaJIbHOTO HAOJIIOICHHUS], CBSI3U U OXPAHHOM CUTHAJIU3aIINU.

s oGecnieueHnst pu3nyeckol 0€30MacHOCTH KOMITOHEHTOB HWH(MOPMAIIMOHHBIX

cucteM YOKCuMII HeoOX0auMO OCYIIECTBIATh Psii OPraHU3AIUOHHBIX U TEXHUYECKUX



MEpOTIPUATUN, BKIIOYAIONIMX: TMPOBEPKY OOOpPYyJOBaHMs, TMpPEAHA3HAYECHHOTO s
00pabOTKH MEePCOHANTBHBIX JTAHHBIX, HA:

- HaJIW4YHE CIIENHATHLHO BHEAPCHHBIX 3aKIaHBIX YCTPOWCTB;

~  BBEJICHHE JIOMOJIHUTEIHHBIX OrPAHWYEHUW 1O JOCTYIy B TIOMEIICHUS,
MIpeTHa3HAYCHHBIC TSI XpaHEHUS U 00paObO0TKH MEPCOHATBHBIX JaHHBIX;

o0opy/ioBaHME CHUCTeM HWH(pOpMaTH3aUK YCTPOMCTBAMHU 3alIUTHI OT COOEB
AJIEKTPOIUTAHUS U TTIOMEX B JIMHUAX CBA3H.

TexHudeckue cpeacTBa 3allUuThI

Texnuueckune (ammapaTHO-TPOTPaMMHBIE) MEphl  3aIlUTHl  OCHOBaHBI  Ha
WCIIOJIb30BAaHUU PA3IMYHBIX JJICKTPOHHBIX YCTPOMCTB M CIEUMAJIBHBIX IPOTpaMM U
BEITIOJTHSAIOMHUX (CaMOCTOSTENFHO WM B KOMIUIEKCE C JAPYTHMMH CPEACTBaMH) (PyHKITUH
3aIUThl (MISHTU(DHUKAIINI0O U ayTEHTU(DHUKAIUIO TTOJIh30BaTENCH, pa3rpaHnYeHUE JOCTyIa
K pecypcaM, PEruCcTpaIfio COOBITUH, KPUTITOrpapUUIECKOe 3aKphITHE MHPOPMAITUH U T.]1.).

C yuerom Bcex TpeOOBaHM W MPUHLUIIOB oOecreyeHus: Oe30MacHOCTH
MEPCOHANBHBIX JAHHBIX IO BCEM HAMPABICHUSAM 3alIUThl B COCTAB CHCTEMbI 3alllUThI
JIOJKHBI OBITH BKITFOYEHBI CIISYIOIINE CPECTRA:

~ CpeICTBa pa3rpaHUUCHUS JIOCTYIIA K IAHHBIM;

— CpEeICTBa PErucTpaluu J0CTyna K KOMIIOHEHTaM WH(GOPMAIIMOHHBIX CUCTEM U
KOHTPOJIS 3a UCIIOJIb30BaHUEM MH(OpMaIInu;

- CpeICTBa pearupoBaHMs HA  HAPYHIEHUS pekuMa  WHOOPMAITMOHHOU
0€30MacHOCTH.

Ha texHuueckue cpeicTBa 3alIUThl BO3JIAraeTCs PEIICHUE CIETYIOIIMX OCHOBHBIX
3asay:

- WICHTH(PUKAINUI W ayTCHTH(PUKALNS I0JH30BATEICH MPU TOMOIIA WMEH WU
CHenUaNIbHBIX annapatHeix cpeacTB (Advantor, Touch Memory, Smart Card u 1.11.);

— periaMeHTalusi U YNpaBJIEHUE JOCTYIOM I0Jb30BaTelIeii B TOMEIICHUS, K
(U3HYECKUM U JIOTHYECKUM YCTPOUCTBAM;

— 3ammTa OT MPOHWKHOBEHUS KOMIBIOTEPHBIX BHPYCOB M Pa3pyIIUTEIHHOTO

BO3JICVICTBUS BPEAOHOCHBIX IIPOTrPaMM;



~ perucTtpanys BCceX ACHCTBUH IMOJI30BATENS B 3AIUILEHHOM XXYypHaje, HAINYUE
HECKOJIBKMX YPOBHEH perucTpanuy;

- 3al[MTa JAHHBIX CHUCTEMBbl 3allUThl Ha (HalJOBOM CepBEepe OT JOCTyIa
MOJIb30BATEINICH, B YbHM JOJKHOCTHBIE OOS3aHHOCTH HE BXOAUT pabora ¢ mHpOpManuu,
HaxoJIAIIelCcsl Ha HEM.

CpeacrBa uACHTU(PUKALMY U ayTEHTU(PUKALIMH OJIb30BaTENEH

B uensx mnpenorBpamienus paboThl ¢ pecypcamMu HH()OPMAIMOHHBIX CHCTEM
YOKCuMII nocTopoHHUX JUI[ HEOOXOAMMO 00ECIeUruTh BO3MOKHOCTh PACIO3HABAHUS
KaKJIOTO JIETAJIBLHOTO TOJIb30BaTeNs (WU Tpynn moib3oBareneit). s uaentuduxanum
MOTYT MPHUMEHSTHCS PA3JIUYHOTO poAa YCTPOWCTBA: MArHUTHBIE KapTOYKH, KIIOYH,
KJIFOUEBbIE BCTABKH, JUCKETHI U T.II.

Aytentudukanus (MOATBEPKICHUE MOAIMHHOCTH) MOJIb30BATENECH TaKXKE MOXKET
OCYUIECTBIATHCA:

— IyTeM TMpPOBEPKH HAIWYUS Y TOJb30BaTeNed Kakux-I0O cCrenuaibHbIX
YCTPOMCTB (MarHUTHBIX KapTOUEK, KIIFOUEH, KIIFOUEBBIX BCTABOK U T.1.);

— TIyTeM IPOBEPKHU 3HAHUS UMU NApOJIeH;

MyTeM MPOBEPKU YHUKAIBHBIX (DU3NYECKUX XaPAKTEPUCTUK U MapaMETPOB CaMHX
MOJIb30BaTEJIeH MPU TOMOIIY CHEIUATBHBIX OMOMETPUYECKUX YCTPOMCTB.

CpeacTBa pasrpaHuyeHus JOCTyIa

30HBI OTBETCTBEHHOCTH M 3aJa4d KOHKPETHBIX TEXHHYECKHX CPEACTB 3aLIUThI
YCTaHaBJIMBAIOTCS MCXOAS M3 MX BO3MOYKHOCTEH M HKCILTyaTallMOHHBIX XapaKTEPUCTHK,
ONHMCAHHBIX B JIOKYMEHTALIUH HA JJAHHBIE CPEJCTBA.

TexHuueckue cpeiacTBa pa3rpaHUYEHUs] JOCTYIA JOJKHBI M0 BO3MOXXHOCTU OBITH
COCTaBHOM YaCTbIO €IUHON CUCTEMBbI KOHTPOJIS JOCTYIA:

~ Ha KOHTPOJIMPYEMYIO TEPPUTOPHIO;

~ B OTJIEJIbHBIC IOMEIIEHUS;

~ K KOMIIOHEHTaM MH(QOPMAIIMOHHON cpeabl YTpaBieHUs MO JejiaM MOJIOACKHU U
3JIEMEHTaM CHCTEMBI 3aIIUThI IEPCOHATIBHBIX TaHHBIX (PU3NUYECKH T0oCTyN);

- K HHPOPMALIMOHHBIM pecypcaM (JIOKyMEHTaM, HOCUTEISIM HH(pOpMaLUH,

(aiinam, HabOpaM aHHBIX, apXUBaM, CIIPaBKaM U T.J.);



- K aKTHBHBIM pecypcaM (IPUKJIaIHBIM ITporpaMMam, 3agadam | T.11.);

K ONEPAIIMOHHON CUCTEME, CUCTEMHBIM MPOTpaMMaM U MporpaMMam 3aiuThI.

CpeactBa o0OecrieyeHus: U KOHTPOJISL HEIOCTHOCTH

CpenctBa oOecriedeHHsT LEJIOCTHOCTH BKIIIOYAIOT B CBOM COCTaB CpE/ICTBa
PE3ePBHOTO  KONMHUPOBAHMS, IMPOTrPaMMbl  AHTUBUPYCHOM  3allUTBI, IPOTPAMMBI
BOCCTaHOBJICHHMSI LIEJIOCTHOCTH ONEPAILIMOHHOM Cpelibl U 0a3 TaHHbIX.

CpenctBa KOHTPOJISL  LIETIOCTHOCTH  MH(DOPMAIMOHHBIX  PECYPCOB  CUCTEMBI

NpeHA3HAYCHBl ISl CBOCBPEMEHHOIO OOHApY>KEHHS MOJU(PUKAIMU WIM HCKAXKEHUS
pecypcoB cuctemMbl. OHHM TIO3BOJISIIOT O0OECIEYUTh MPABMWIHHOCTH (DYHKIIMOHUPOBAHUS
CUCTEMBI 3aIIUTHI U IIEJIOCTHOCTh XPAaHUMOU 1 00padaThiBaeMOil HHGOPMAIIHH.
KoHTponb 1enocTHocTH HHPOPMALMM W CPEACTB 3aIUTHI, C LEIbI0 OOecrnedeHus
HEM3MEHHOCTH MH(DOPMAITMOHHOU CPEIbl, OTPEICTAEMON MPETyCMOTPEHHON TEXHOIOTHUEN
00pabOTKH, U 3aIIUTHI OT HECAHKIIMOHUPOBAHHOW MOIU(UKAIIUN TIEPCOHATBHBIX JaHHBIX
JIOJIKEH 00eCIIeYnBaThCA:

~  CpeacTBaMHM pasrpaHHuYeHust JocTyna (B TOMENICHHs, K JOKYMEHTaM, K
HOCHUTEJISIM UH(pOPMAITUH, K CepBEpaM, JIOTHYECKUM YCTPOHUCTBAM U T.I1.);

~  CpEeICTBaMU JIEKTPOHHOU MOMANKCH;

CPEIICTBAMH TIOJICYETa KOHTPOJIBHBIX CYMM (ISl MCHOJB3YEMOI0 IMPOTrpaMMHOTO
obecrieueHus1).

CpencTBa orepaTUBHOTO KOHTPOJIS U PETUCTPAIUU COOBITHI 0€30MacHOCTH

CpenactBa OOBEKTUBHOIO KOHTPOJISI JOJKHBI OO€creduBaTh OOHApyXeHue u
pPEruCTpaIuIo BCEX COOBITUH (ZIeiicTBUM mosb3oBareneid, nonbitok HCJ[ u T.1.), KOTOphIE
MOTYT TMOBJieYb 3a COOOW HapyuieHue Oe30MaCHOCTH M MPUBECTH K BO3HUKHOBEHHIO
KPU3UCHBIX CUTyallud. AHamu3 COOpaHHOM CpeACcTBaMHU perucTpanuu uHOopMaluu
MO3BOJISIET BBISIBUTH (DAKTHI COBEPIICHUS HAPYIIICHUH, HX XapaKTep, MOACKA3aTh METO/] €r0
paccienoBaHusl U CHOCOOBI TIOMCKA HApPYIIMTENs W ucmpaBlieHus cutTyanuu. CpeacTtsa
KOHTPOJISI M PETUCTPALIMU TOJKHBI PEIOCTABIISTH BOBMOKHOCTHU:

- BEACHUS W aHAIW3a OKYyPHAJOB PETUCTPAIMU COOBITHI O€30MacHOCTH

(cHUCTEMHBIX )KypHAJIOB);



- TIONy4YeHUs TBEPAOW Komuu (Me€YaTH) >KypHaja pETUCTpPAlliu COOBITUMN
0C301aCHOCTH;

~  YHOPSIOYEHUS >KYPHAJIOB, a TAKXKE€ YCTAaHOBJIEHUS OrPAHUYEHUN HA CPOK MX
XpaHCHUS;

— ONEPaTUBHOIO OIMOBEIICHUS aJIMUHUCTPATOPa OE30MIaCHOCTH O HAPYIICHUSX.

[Ipu peructpanuu coObITUN 0€30MaCHOCTH B KypHalle JNOKHA (PUKCHUpPOBATHCS
cienytomasi uHhopMarus:

— Jlata u Bpemsi COOBITHS;

— wuJIeHTU(UKATOp CyOBEKTa, OCYIIECTBIAIONIETO PETUCTPUPYEMOE JICHCTBHE;

— JeicTBUE (TUI IOCTYyNA).

KonTponb 3¢ (HeKTUBHOCTH CUCTEMBI 3aIIUThHI

Kontpons 3¢ (peKTUBHOCTH 3alllUThl MEPCOHATBHBIX JAHHBIX OCYILIECTBIISIETCS C
[IEbI0 CBOCBPEMEHHOTO BBISIBJICHUS W MPEJOTBPAIIECHUS YTEUKU MEPCOHATBHBIX JaHHBIX
3a CYET HECAHKIMOHHPOBAHHOIO JOCTyMa, a TakXKe MPeaynpekIeHUsT BO3MOXKHBIX
CHCIUANBHBIX BO3JCHCTBUIN, HANPABJICHHBIX HA YHUYTOXCHUE TICPCOHAIBHBIX JIAHHBIX,
paspylieHue cpeacTB uHpopMatuzaui. KoHTpOIb MOKET TPOBOUTHCS MPUBIEKAEMbIMU
JUTSL OTOM 1eJIM OpraHU3aIusIMUA, UMEIOIIUMHU JIMIICH3UIO HA ATOT BU/ ACSATEILHOCTH.

Onenka 5((PEKTUBHOCTH MeEp 3aIIUTHl TEPCOHATBHBIX JAHHBIX TMPOBOJUTCS C
UCIIOJIb30BAHUEM TEXHHUYECKMX U TMPOTPaAaMMHBIX CPEACTB KOHTPOJIS Ha MpeaMeT

COOTBCTCTBUS YCTAaHOBJICHHBIM Tpe6OBaHHHM.
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	граждане, обращающиеся в УФКСиМП по вопросам, относящимся к компетенции УФКСиМП.
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